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Revision 0 dated 30.09.2025 and consisting of 24 pages has been reviewed for adequacy by

the Executive of Corporate and is approved by the Council Committee.

Controls
The signatures below certify that this document has been reviewed and accepted and
demonstrates that the signatories are aware of all the requirements contained herein and

are committed to ensuring their provision.

03 November 2025

The CEO Date

03 November 2025

The President Date

The definitive version of this Policy is available to all ECSA staff and is maintained in PDF

format in Document Management System.

Printed copies of this Policy for: Privacy Policy may be issued under controlled conditions
(see QM_POL_002) and will be replaced in entirety when any changes or revisions are
made

CONTROLLED DISCLOSURE
When downloaded for the ECSA Document Management System, this document is uncontrolled and the responsibility rest with the user to ensure that it is in
line with the authorized version on the database. If the “original” stamp in red does not appear on each page, this document is uncontrolled.
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TERMS, ABRREVIATIONS AND DEFINITONS

TERM AND ABBREVIATION

DEFINITION
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The Act Protection of Personal Information Act, 2013 (Act No.

4 of 2013)
CEO Chief Executive Officer
Data Subject the person to whom Personal Information relates,

including ECSA governing council, members,
registered persons, applicants for registration,
employees, prospective employees and members of
the public who lodge complaints or request
information;

Data Destruction the manner which ECSA regulates the effective
destruction of the Personal Information in its
possession or control in accordance with the Act

Deputy Information Officer Legal Practitioner or any person(s) who may be
designated by the Information Officer to perform
certain delegated duties and responsibilities of the
Information Officer

EPA Engineering Profession Act, 2000 (Act No. 46 of 2000

Information Officer Chief Executive Officer, the acting Chief Executive
Officer or an equivalent officer or any person duly
authorised by that officer

Operator a person who processes Personal Information for
ECSA in terms of a contract or mandate, without
coming under the direct authority of ECSA

Personal Information information relating to an identifiable, living, natural
person, and where it is applicable, an identifiable,
existing juristic person, including, but not limited to: -

a. information relating to the race, gender, sex,
pregnancy, marital status, national, ethnic or
social origin, colour, sexual orientation, age,
physical or mental health, well-being, disability,
religion, conscience, belief, culture, language and
birth of the person;
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information relating to the education or the
medical, financial, criminal or employment history
of the person;

any identifying number, symbol, e-mail address,
physical address, telephone number, location
information, online identifier or other particular
assignment to the person;

the biometric information of the person;

the personal opinions, views or preferences of the
person;

correspondence sent by the person that is
implicitly or explicitly of a private or confidential
nature or further correspondence that would
reveal the contents of the original
correspondence;

the views of opinions of another individual about
the person;

the name of the person if it appears with other
Personal Information relating to the person or if
the disclosure of the name itself would reveal
information about the person;

Processing

any operation or activity or any set of operations,
whether or not by automatic means, concerning
Personal Information, including: -
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a. the collection, receipt, recording, organization,
collation, storage, updating or modification,
retrieval, alteration, consultation or use;

b. dissemination by means of transmission,
distribution or making available in any other form;
or

c. merging, linking as well as restriction,
degradation, erasure or destruction of

information;
“Process” and “Processed” will have the same meaning as processing;
PAIA Promotion of Access to Information Act, 2000 (Act No

2 of 2000) as amended

Regulator the Information Regulator established in terms of
section 39 of the Act

Responsible Party a public or private body or any other person which,
alone or in conjunction with others, determines the
purpose of and means for processing Personal
Information

Special Personal Information the Personal Information referred to in section 26 of
the Act, namely Personal Information concerning
religious or philosophical beliefs, race or ethnic origin,
trade union membership, political persuasion, health
or sex life or biometric information of a Data Subject
or the criminal behavior of a Data Subject to the
extent that such information relates to the alleged
commission of any offence by the Data Subject or any
proceedings in respect of any offence allegedly
committed by a Data Subject or the disposal of such
proceedings
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1.  INTRODUCTION

1.2 This Policy is implemented in compliance with the provisions of the Act and its
Regulations in order to give effect to the Constitutional right to privacy.

1.3 This Policy will regulate and protect Personal Information and the rights and interests of
all Data Subjects who provide Personal Information to ECSA and must be read together
with the Privacy Procedure.

2. PURPOSE
The purpose of this Policy is to explain how ECSA processes Personal Information of
Data Subjects in accordance with the provisions of the Act.

3. SCOPE AND APPLICATION
This Policy applies to all Personal Information processed by ECSA in the exercise of its
functions and obligations as a statutory body established by the EPA, including but not
limited to the Personal Information of ECSA’s governing council, registered persons,
applicants for registration, employees, prospective employees and service providers or
suppliers.

4. POLICY STATEMENT

ECSA is committed to complying with the provisions of the Act in order to safeguard
privacy and ensure that personal information is processed properly, lawfully and

transparently.
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5. REGULATORY FRAMEWORK AND RELATED POLICIES
5.1 This Policy must be read together with the following: -
5.1.1 Constitution of the Republic of South Africa, 1996 (“the Constitution”);
5.1.2 Engineering Profession Act, 2000 (Act No. 46 of 2000);
5.1.3 Basic Conditions of Employment Act, 1997 (Act No. 75 of 1997) as amended;
5.1.4 National Archives and Records Service of South Africa Act, 1996 (Act No.43 of
1996) as amended;
5.1.5 Promotion of Access to Information Act, 2000 (Act No 2 of 2000) as amended;
5.1.6 Protection of Personal Information Act, 2013 (Act No. 4 of 2013);
5.1.7 ECSA’s Privacy and Cookies Policy;
5.1.8 ECSA'’s Data Retention Policy;
5.1.9 ECSA'’s Data Security Policy;
5.1.10 ECSA’s PAIA Manual and
5.1.11 ECSA’S Privacy Procedure.
6. ROLES AND RESPONSIBILITIES
6.1 Council
Council has the following role and responsibilities: -
6.1.1 Members of Council have the responsibility of approving this Policy.
6.1.2 Provide oversight of the implementation of this Policy.
6.2 CEO

The CEO has the following role and responsibilities: -

6.2.1 The CEO is ultimately accountable for the protection of Personal Information.
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6.3

6.4

6.2.2 The CEO is committed to enhance the accountability, transparency and

improvement of service delivery by ensuring that sound records management

practices are implemented and maintained.

6.2.3 The CEO supports the implementation of this Policy and requires each official

to support the values underlying this Policy.

6.2.4 To approve requests for information in terms of PAIA.

Heads of Departments

Heads of departments have the following responsibilities: -

6.3.1 Heads of departments are responsible for the implementation of this Policy in

their respective departments.

6.3.2 Heads of departments shall lead by example, and they shall maintain good

record keeping and records management practices.

6.3.3 Heads of department shall ensure that all officials are made aware of their

record keeping, records management responsibilities and obligations and

protection of Personal Information.

6.3.4 Heads of department shall ensure that the protection of Personal Information

is a key responsibility in the performance agreements of all employees in their

departments.

Information Officer and Deputy Information Officer

The Information Officer and Deputy Information Officer shall have the following

responsibilities: -

6.4.1 the encouragement of compliance, by ECSA, with the conditions for the lawful

CONTROLLED DISCLOSURE
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6.5

6.6

processing of Personal Information;

6.4.2 dealing with requests made to the body pursuant to this Act.

6.4.3 working with the Information Regulator in relation to investigations conducted

pursuant to Chapter 6 of the Act in relation to ECSA; and

6.4.4 Ensuring compliance by ECSA with the provisions of the Act.

IT Administrator

The IT Administrator has the following responsibilities: -

6.5.1 The day-to-day maintenance of electronic systems that stores Personal

Information.

6.5.2 Working in conjunction with the Information Officer to ensure that Personal
Information is properly managed and appropriately protected for as long as

they are required for business and/or legal purposes.

6.5.3 Ensure that appropriate systems, technical and systems procedures manuals
are designed for each electronic system that manages and stores Personal

Information.

6.5.4 Ensure that there are sufficient security controls to protect Personal

Information.

6.5.5 Ensure that back-ups are stored in a secure environment.

6.5.6 Ensure that systems that manage and store records are virus free.

Security Manager

The Security Manager is responsible for the physical security of all Personal Information.
CONTROLLED DISCLOSURE
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6.7 Legal Manager

The Legal Manager is responsible for keeping the Records Manager updated about legal
developments including updates and development relating to statute and which may

impact on the record keeping and records management practices of the ECSA.
6.8 Employees

Employees have the following responsibilities: -
6.8.1 To process Personal Information in accordance with the applicable conditions

for lawful processing;

6.8.2 To ensure that Personal Information is handled with the utmost care and skill;

6.8.3 To ensure that the necessary security protocols are adopted to protect

Personal Information.

7. LAWFUL PROCESSING OF PERSONAL INFORMATION

7.1 ECSA is required, in the normal exercise of its functions and obligations as a statutory

body, to process the Personal Information of Data Subjects from time to time.

7.2 Inorderto process such Personal Information, ECSA as a Responsible Party, is required
to comply with the eight conditions for lawful processing of Personal Information, as

contained in the Act, namely: -

7.2.1 Accountability;

7.2.2 Processing Limitation;

7.2.3 Purpose Specification;

7.2.4 Further Processing Limitation;
7.2.5 Information Quality;

7.2.6 Openness;
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7.3

7.4

7.5

8.1

8.2

7.2.7 Security Safeguards; and

7.2.8 Data Subject Participation.

ECSA’s Information Officer is the CEO who is responsible to ensure compliance with

this Policy and the Act. Deputy information officers have been appointed by the CEO

and perform certain delegated duties and responsibilities of the Information Officer.

ECSA’s employees, members and any other person who processes personal

information on behalf of ECSA, must ensure that they understand and are familiar with

the conditions set out above as well as the other provisions of the Act in order to ensure

lawful processing of Personal Information at all times.

In the event that any person is unsure of any issues related to the Act or the handling,
collection or Processing of Personal Information, they must contact ECSA’s Information

Officer and/or any other person designated by ECSA to obtain clarification.

CONDITIONS FOR LAWFUL PROCESSING

Condition 1- Accountability

ECSA must ensure that the conditions set out above are complied with: -

8.1.1 at the time that the purpose for which the Personal Information is being

Processed is determined;

8.1.2 at the time that the method of Processing such Personal Information is

determined; and

8.1.3 during the Processing of the Personal Information.

Condition 2-Processing Limitation

The Processing of the Personal Information must be lawful and conducted in a

reasonable manner that does not infringe the privacy of the Data Subject. The Personal

CONTROLLED DISCLOSURE
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8.3

8.4

8.5

8.6

8.7

Information Processed must, in light of the purpose for the Processing of the Personal

Information, be adequate, relevant and not excessive.

ECSA will seek to obtain the consent of all Data Subjects prior to the Processing of their
Personal Information. This informed consent requires that the Data Subject should
understand the purpose of Processing of Personal Information. Such consent must be

obtained in writing.

In obtaining consent from a Data Subject, the Data Subject must be aware that ECSA
will be responsible for proving that the Data Subject's consent was obtained.
Notwithstanding this, failure to obtain such consent will not preclude ECSA from
Processing the Personal Information of Data Subjects in certain circumstances where it

is permitted in accordance with the provisions of the Act.

Any consent provided by a Data Subject may be withdrawn by that Data Subject at any

time after such consent was obtained by ECSA.

A Data Subject may object to the Processing of Personal Information at any time, should
such information not be utilized for the purposes it was intended for, and should such
withdrawal of consent not be in contravention of any legislative requirements and shall
not interfere with the ability of ECSA to continue to manage the employment relationship

or its ability to exercise and manage its statutory duties.

Condition 3-Purpose Specification

ECSA may only provide Process Personal Information for a specific, explicitly defined
and lawful purpose related to the exercise of its functions and obligations as a statutory
body. Such purpose must be identified and explained to the Data Subject and must be

recorded in the applicable consent forms (where applicable).
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8.8 Subject to the provisions of the Act, records of Personal Information must not be retained

8.9

8.10

8.11

8.12

by ECSA any longer than is necessary for achieving the purpose for which the Personal

Information was processed.

The Processing of Personal Information must be restricted in certain instances as set
out in the Act. Where the Processing of Personal Information is restricted, ECSA must
inform the Data Subjects before lifting the restriction on Processing. ECSA will restrict

processing of Personal Information where: -

8.9.1 the accuracy of the Personal Information is contested by the Data Subject for a

period enabling ECSA to verify the accuracy of the Personal Information;

8.9.2 ECSA no longer needs Personal Information for achieving the purpose for which
the Personal Information was collected (but it has to be maintained for purposes

of proof);

8.9.3 the Processing is unlawful, and the Data Subject opposes the destruction or
deletion of the Personal Information and requests the restriction of its use or the

return of the information instead; or

8.9.4 the Data Subject requests to transmit the Personal Information into another

automated Processing System.

Personal Information must be destroyed, deleted or de-identified, in a manner that
prevents its reconstruction in an intelligible form, as soon as reasonably practicable once
the purpose of its use is met or as soon as ECSA is no longer authorised to retain the

Personal Information, subject to the provisions of the Act.

Condition 4-Further processing limitation

ECSA may from time to time be required to perform further Processing of Personal

Information.

In instances where further Processing of Personal Information is required after the initial

Processing of the Personal Information and the further Processing of Personal

CONTROLLED DISCLOSURE

When downloaded for the ECSA Document Management System, this document is uncontrolled and the responsibility rest with the user to ensure that it is in
line with the authorized version on the database. If the “original” stamp in red does not appear on each page, this document is uncontrolled.

QM-TEM-001 Rev 2 — ECSA Policy and Procedure




Document No.: Revision No.: 0 Effective Date:
LS_POL_005 01/10/2025
y
PRIVACY POLICY ECSA
Compiler: /Approver: Next Review Date:
Senior Practitioner: Lega| Governing Council 30/09/2028 15 of 23
Services

8.13

8.14

8.15

Information is not compatible with the initial purpose of the Processing of the Personal
Information, as identified and explained to the Data Subject, ECSA shall seek to obtain

the consent of the Data Subject for purposes of such further Processing.

Notwithstanding this, failure to obtain such consent will not preclude ECSA from further
Processing of the Personal Information of Data Subjects in certain circumstances where

it is permitted to do so as set out in the Act.

Condition 5-Information Quality

ECSA’s employees must take reasonably practicable steps to ensure that all Personal
Information is complete, accurate, not misleading and updated where necessary, having
regard to the purpose for which the Personal Information of Data Subjects is being

collected or further processed.

Condition 6-Openness

Having regard to the specific circumstances in which the Personal Information is or is
not to be Processed, and in accordance with the Act, ECSA’s employees must ensure
that the Data Subjects are aware of the following before the Personal Information is
collected or, if collected from any source other than directly from the Data Subjects, as

soon as reasonably practicable after it has been collected: -

8.15.1 the information being collected and where the Personal Information is not

collected from the Data Subject, the source from which it is collected;
8.15.2 the name and address of ECSA, as the Responsible Party;
8.15.3 the purpose for which the Personal Information is being collected;

8.15.4 whether or not the supply of the Personal Information by that Data Subject is

voluntary or mandatory;
8.15.5 the consequences of failure to provide the Personal Information;

8.15.6 any particular law authorising or requiring the collection of the Personal

Information;

8.15.7 the fact that, where applicable, ECSA intends to transfer the information to a third
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8.16

8.17

8.18

8.19

country or international organisation and the level of protection afforded to the

Personal Information by that third country or international organisation;
8.15.8 Any further information such as the: -

8.15.8.1 recipient or category of recipients of the Personal Information;

8.15.8.2 nature or category of the Personal Information;

8.15.8.3 existence of the right of access to and the right to rectify the Personal
Information collected;

8.15.8.4 the existence of the right to object to the Processing of Personal
Information; and

8.15.8.5 the right to lodge a complaint to the Regulator and the contact details
of the Regulator.

ECSA has prepared a consent form in terms of which it sets out the above information.
Notwithstanding the consent form, it is the responsibility of ECSA’s employees to ensure
that the information is communicated to the Data Subject (where seeking their Personal

Information) in accordance with the Act.

Condition 7-Security Safequards

ECSA’s employees must treat any and all Personal Information collected and/or
processed by it as confidential and must not disclose it to any other party and must make

every effort to secure the integrity and confidentiality of the Personal Information

collected by following appropriate procedures regarding the security of Personal

Information.

Appropriate, reasonable technical and organisational measures must be taken to
prevent loss of damage to or unauthorised destruction of Personal Information and
unlawful access to or Processing of Personal Information. Any internal or external risks
to Personal Information must be reported by ECSA’s employees to ECSA’s Information
Office, Deputy Information Officers or any other person designated by ECSA.

ECSA has implemented technology to protect the confidentiality, integrity and availability

of Personal Information under its care. Measures include: -
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8.20

8.21

8.22

8.23

8.24

8.25

8.19.1 Firewalls;

8.19.2 Virus protection software and updated protocols;

8.19.3 Regular penetration testing of our devices and data network;

8.19.4 Secure access control;

8.19.5 Secure setup of hardware and software making up the IT infrastructure;

8.19.6 Outsourced Service Providers who process Personal Information on behalf of

ECSA are contracted to implement security controls.

ECSA has published a Data Security Policy which contains further information on its
data security measures and related issues which are applicable to all employees and

any other person processing information on behalf of ECSA.

ECSA may appoint Operators to Process Personal Information and to establish and
maintain security measures to safeguard against any risks identified. Such Operator will
only process such information with the knowledge and authorisation of ECSA and must
treat the Personal Information as confidential and not disclose it. Such Operator will
notify ECSA where there are reasonable grounds to believe that the Personal

Information of Data Subjects has been accessed or acquired by an unauthorised person.

Should the confidentiality of the Personal Information be compromised, this must be
reported as soon as reasonably possible to ECSA’s Information Officer, Deputy
Information Officer and/or any other designated person at ECSA. The Regulator must
be notified, and the Data Subject must be notified in writing informing the Data Subject

of any protective measures ECSA intends to take.

Condition 8- Data Subject Participation

The Data Subject may, after providing adequate proof of their identity, request access

to relevant Personal Information, which must then be provided to the Data Subject.

The correct process for access to relevant Personal Information by a Data Subject is

governed by the Privacy Procedure.

ECSA may refuse access where the provisions of PAIA are applicable.
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8.26 The Data Subject must be advised of the right to correct the Personal Information.

9.1

10.

10.1

10.2

10.3

10.4

10.5

PROCESSING OF SPECIAL PERSONAL INFORMATION

ECSA will seek to obtain the specific consent of all Data Subjects to the Processing of
their Special Personal Information. Notwithstanding this, the failure to obtain such
consent will not preclude ECSA from Processing Special Personal Information in certain
circumstances where it is expressly permitted to do so in accordance with the provisions
of the Act.

STORAGE OF PERSONAL INFORMATION OF DATA SUBJECTS

In instances where further Processing is required after the initial Processing of the
Personal Information and the further Processing does not correspond with the initial
purpose of Processing of the Personal Information, ECSA is required to acquire further
consent from the data subject for the further Processing of the Personal Information or

as further permitted in accordance with the provisions of the Act.

ECSA will take reasonably practicable steps to ensure that all Personal Information
collected is complete, accurate and not misleading, having regard to the purpose for

which the Personal Information is being processed.

ECSA will provide means for data subjects to review the accuracy of their Personal
Information and means to rectify inaccurate Personal Information. Data Subjects must
report any inaccuracies to the Information Officer or Deputy Information Officer(s)
responsible for the administration of Personal Information in accordance with the

procedures set out in the Privacy Procedure.

Data Subjects are entitled to request access to their Personal Information. The ECSA
Personnel responsible will respond to these requests and may, if permissible in terms
of PAIA, provide the information as requested within a reasonable time and on payment
of the prescribed fee. Should PAIA refuse to grant access, reasons should be furnished.

ECSA will take all reasonably practicable steps to ensure that all Processed Personal
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10.6

10.7

10.8

10.9

Information remains confidential and is not distributed to unauthorised third parties.

ECSA may appoint Operators to Process Personal Information and to establish and
maintain security measures to safeguard against any risks identified. The Operator will
only process such information with the knowledge and authorisation of ECSA. The
Operator will notify ECSA where there are reasonable grounds to believe that the
Personal Information of Data subjects has been accessed or acquired by an

unauthorised person.

Any Operator processing Personal Information on behalf of ECSA or any Personnel who
has access to Personal Information of Data Subjects will treat the Personal Information

which comes to their knowledge as confidential and will not disclose it.

Some of the Personal Information relating to ECSA’s Data Subjects is stored in a soft
copy database. The database is controlled by certain selected personnel of ECSA.
ECSA has security measures in place which will ensure the confidentiality of the
information contained in the database and these measures will be reviewed over time

and upgraded in line with technological developments and in accordance with the Act.

In obtaining such consent from Data Subjects, Data Subjects must be aware that ECSA
will be responsible for proving that the Data Subjects’ consent was obtained.
Notwithstanding this, failure to obtain such consent will not preclude ECSA from
transferring the Personal Information of a Data Subjects in certain circumstances where

it is permitted to do strictly as set out in the Act.

10.10The remainder of the Personal Information is contained in hardcopy files which are

safely kept in the prescribed departments, to which access is limited.

10.11Personal Information may be handed to the relevant Operators and as required by law,

will be destroyed, deleted and/or de-identified. The period and manner in which Personal
Information is destroyed, deleted or de-identified must be in accordance with what is set

out below.
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11. RETENTION OF PERSONAL INFORMATION
11.1 ECSA shall retain Personal Information only for as long as it is required. ECSA will
comply with all relevant legislation, regulations, codes of conduct and/or industry related
guidelines specifying retention periods. Further details are contained in ECSA ‘s Data
Retention Policy.
12. DISTRIBUTION OF PERSONAL INFORMATION TO THIRD PARTIES
12.1 ECSA may provide access to or transfer a Data Subjects Personal Information where it
is necessary to a third party for the purposes for which the Personal Information is
processed. Such third parties include but are not limited to ECSA’s branches, affiliated
entities, parties providing services to ECSA, regulatory authorities or as required by law.
13. TRANSBORDER INFORMATION FLOWS
13.1 ECSA will only transfer the Personal Information of a Data Subject to a third party who

is in a foreign country if: -

13.1.1 The third party is subject to a law, binding rules or binding agreement which
provides an adequate level of protection and which are substantially similar to
the conditions of lawful processing in the Act and which includes provisions which

are substantially similar to section 72 of the Act;
13.1.2 The Data Subject consents to the transfer;

13.1.3 The transfer is necessary for the performance of a statutory obligation between
the Data Subject and ECSA;

13.1.4 The transfer is necessary for the implementation of pre-contractual measures

taken in response to the Data Subject’s request;

13.1.5 The transfer is necessary for the conclusion or performance of a contract
concluded in the interest of the Data Subject between ECSA and a third party;
or
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14.

14.1

14.2

15.

15.1

15.2

15.3

13.1.6 The transfer is for the benefit of the Data Subject and it is not reasonably
practicable to obtain his/her/its consent and if such consent could have been

obtained the Data Subject would have given it.

DESTRUCTION OF PERSONAL INFORMATION

Introduction
Under the Act, ECSA is obliged to implement effective destruction of the Personal

Information in its possession or control.

This clause must be read in conjunction with, any Regulations issued under the Act and

any industry related legislation, codes or conducts, guidelines or regulations.

WHAT PERSONAL INFORMATION MUST BE DESTROYED

All Personal Information that is no longer needed by ECSA in order to achieve the

purpose for which it was collected or subsequently processed must be destroyed unless:

15.1.1 retention of the record is required or authorised by law or a code of conduct, or

a retention policy;

15.1.2 ECSA reasonably requires the record for lawful purposes related to its functions

or activities;

15.1.3 retention is required in terms of a contract between the parties to that contract;

or

15.1.4 the data subject consents to the retention.

ECSA will be required to delete and/or destroy Personal Information of a data subject,
at the request of the data subject in the prescribed manner, on the grounds that the data

is inaccurate, excessive, out of date, incomplete, misleading, or was obtained unlawfully.

ECSA will take steps, as soon as reasonably practicable, to destroy the Personal

Information after it has been identified for destruction.
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16. MANNER OF DESTRUCTION
16.1 Personal Information will be destroyed in terms of ECSA’s Privacy Procedure.
17. DATA BREACH POLICY AND PROCEDURE
Responsibility
17.1 The Information Officer has overall responsibility in relation to any breach of Personal
Information notifications at ECSA.
17.2 Should an allegation of unlawful Processing of the Personal Information of a Data
Subject arise employees must notify the Information Officer, a Deputy Information
Officer or any other person who has been appointed by the Information Officer.
17.3 The contact details of the Information Officer and the appointed Deputy Information
Officer(s) or appointed person can be requested from the Human Resources
Department of ECSA.
What is a Personal Information Breach?

17.4 A Personal Information breach is a breach of security leading to the accidental or

unlawful Processing of a Data Subject’s Personal Information.

17.5 Examples of potential breaches include the following: -

17.5.1 Loss or theft of Personal Information or equipment where such information is

stored (e.g. loss or theft of a laptop);

17.5.2 Inappropriate access controls to Personal Information;

17.5.3 Sending an e-mail or SMS to the wrong recipient; or

17.5.4 Hacking, phishing and other IT related attacks.

Procedure for Reporting a breach

17.6 The procedure for reporting any breach or potential unlawful processing of Personal

Information is governed by the Privacy Procedure.
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18. REVIEW

18.1 Changes to the Act and its Regulations will be monitored by ECSA and further

amendments may be required to this Policy in order for ECSA to remain compliant with

its legal obligations.

18.2 ECSA will however monitor the effectiveness of this Policy over a period of 3 years and

will be entitled to conduct a full review of the Policy as set out herein if necessary.
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